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Publications
Conferences: 
- International Conference on Software Engineering (ICSE) 
- International Conference on Mining Software Repositories (MSR) 
- International Conference on Software Analysis, Evolution and Reengineering (SANER) 
- International Conference on Mobile Software Engineering and Systems (MobileSoft) 
- International Conference on the Foundations of Software Engineering (FSE) 
- International Symposium on Software Testing and Analysis (ISSTA) 

Journals: 
- Empirical Software Engineering (EMSE) 
- Transactions on Dependable and Secure Computing (TDSC) 
- Transactions on Software Engineering and Methodology (TOSEM)
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Program Analysis
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Challenges and Opportunities
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#include <stdio.h>


int main() {

    int x;

    int y = 5;

    printf("Value: %d\n", y);

    return 0;

}

example.c: In function ‘main’:

example.c:5:9: warning: variable ‘x’ set but not used [-Wunused-but-set-variable]

    5 |     int x;

       |         ^

gcc -Wall example.c -o example
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public int my_function(int i) { 
    int x = 2 * i; 
    int y = 5; 
    if (i > 3) { 
        y =        ; 
    } 
    return y * x; 
}

2 * i2 * i
is computed twice!

x
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i = 3
i = 3 ; j = 5

i = 3 ; j = 5 ; i * j = 15

    int i = 3; 
    int j = 5; 
    if (i * j < 15) { 
        return 0; 
    } else { 
        return 1; 
    }
}

public int my_function() {

return 1;



17

}

public int my_function() {
return 1;
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Program Analysis
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Quality Optimization

Bug Vulnerability Malware



Just a fraction of 2024!
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Two ways to do program analysis

20

Dynamic Analysis

1
Static Analysis

2
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$2 000 000 000 000
Yearly cost of poor quality software in the USA
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Why it matters?

1. Help catch errors early 

2. Improve software reliability and quality 

3. Improve Security 

4. Optimize Programs 

5. At the end: good for end-users!
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Static Analysis
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Static Analysis examines code  
without executing it
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grep
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grep
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grep toto myfile.c
12:    int toto = 42;

19:    if (toto > 0) {

37:    // remember to ask toto about this implementation detail

43:    // TODO: handle edge case when toto is null

51:    log("toto reached step 3");

58:    printf("toto is ready\n");

76:    result = process(toto);

101:   config.set("owner", "toto");

118:   // NOTE: hardcoded value for testing with toto’s config
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It is about asking a question
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Does the program leak a personal data?

Is variable x always initialized before use?

Can a null pointer dereference occur here?

Does this program ever divide by zero?

Can x = 2 hold at this program point?

Does this function always return a value?

Can th
is arra

y acce
ss go ou

t of
 bounds?

Can this recursive function terminate?

Are two variables aliases at this point?

Can this lock lead to a deadlock?

Is there a possible integer overflow here?

Can user input reach a SQL query without sanitization?

Does this function allow buffer overflow with crafted input?

Is the program writing to arbitrary files or locations?

Does the binary contain known malicious code patterns?
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We cannot answer every question 
about every program, even in theory.

Static analysis must approximate!

28

But, there is a problem…
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Alan Turing proved in 1936 that 
some problems, such as deciding if 
any program halts, are undecidable.

29

Why not?

Later, Henry Rice generalized this 
with Rice’s Theorem: any non-trivial 
property of a program’s behavior is 
undecidable.
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A simple example
def run_forever(): 
    while True: 
        pass 

def maybe_run(input): 
    if input: 
        run_forever() 
    else: 
        return "done"

Does 
“maybe_run” 
terminate?
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We cannot answer everything… 
…Properties of programs are undecidable… 

…Sounds bad!

Static analysis gives sound answers through approximation.

31

So… Are we doomed?

But no! 
We approximate.
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Model

1
Analysis

2
Static Analysis
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public class HelloWorld { 
    public static void main(String[] args); 
        code: 
            0:  getstatic         #2 
            3:  ldc.                   #3 
            5:  invokevirtual  #4 
            8:  return 
}

Bytecode

Source code

#include <stdio.h> 

int main() { 
    printf(“Hello, World!\n”); 
    return 0; 
}

Binary code

main: 
    push    rbp 
    mov     rbp,  rsp 
    lea        rdi, [rip + .L.str] 
    call       puts 
    mov     eax, 0 
    pop      rbp 
    ret      

.L.str: 
    .string “Hello, World!”

Or any other 
representation!
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Building Representations
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def check_sign(x): 
    if x > 0: 
        return “positive” 
    else: 
        return “negative”

Module

Function

Body args(x)

If

Compare

Name: x Gt

Constant: 0

return 
“positive”

return 
“negative”Abst

ra
ct

 S
yn

ta
x T

re
e

x > 0?

return 
“negative”

return 
“positive”

Control Flow Graph

Then, the analyzer reasons about 
possible behaviors
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The code is never run
The analyzer needs to conservatively estimate what could happen

35
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Soundness of Static Analysis
“Static analysis examines program code and 
reasons over all possible behaviors that 
might arise at run time”*

“Typically, static analysis is conservative and sound”*

“Soundness guarantees that analysis results are an 
accurate description of the program’s behavior, 
no matter on what inputs or in what environment the 
program is run”*

*Ernst, Michael D. "Static and dynamic analysis: Synergy and duality."  
WODA 2003: ICSE Workshop on Dynamic Analysis. 2003

36
Microsoft Research
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x > 0?

return 
“negative”

return 
“positive”

def check_sign(x): 
    if x > 0: 
        return “positive” 
    else: 
        return “negative”

Conservative means that here, 
a static analyzer must say: program 
returns “positive” or “negative”
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Reasoning
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int x; 
x = 1; 
x = 2; 
print(x);

int x

x = 1

x = 2

print(x)

Question is: what 
value `x’ holds when it 

is printed?

ways to answer

2
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Flow insensitive
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int x

x = 1

x = 2

print(x)

x

x = 1

x = 1; x = 2

x = 1; x = 2

Answer is: number 1 
will be printed OR 
number 2 will be 

printed
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Flow sensitive
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int x

x = 1

x = 2

print(x)

x

x = 1

x = 2

x = 2

Answer is: number 2 
will be printed
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Branches
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int x; 
if (some_condition) { 
    x = 1; 
} else { 
    x = 2; 
} 
print(x);

int x

if

x = 2

print(x)

x = 1

x

x

x = 2

x = 2

x = 1

x  {1, 2}∈
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Loops
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int x; 
x = 1; 
while (1) { 
    x = -x; 
} 
print(x);

int x

while

x = -x

print(x)

x = 1

x

x  +↦

x  +↦

x  -↦

x  -↦

x  +↦

x  +↦

x  -↦

The analysis will loop 
forever!
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Ensuring termination: a whole Theory
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f(x) = x

Monotonic Transfer Function Finite-Height Lattices

Fixpoint Iterations Narrowing Techniques Widening Techniques
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The Theory behind static analysis
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Monotonicity: x ⊑ y ⇒ f(x) ⊑ f(y)
Transitivity: x ⊑ y ∧ y ⊑ z ⇒ x ⊑ z
Distributivity: f(x ⊔ y) = f(x) ⊔ f(y)

Fixpoint: lfp( f ) = ⨆
i≥0

f i( ⊥ )

Widening: ∇(x, y) = {y if x ⊑ y
⊤ otherwise

MOP[n] = ⨆
π∈Paths(n)

fπ( ⊥ )

fπ = fnk
∘ fnk−1

∘ … ∘ fn1

IN[n] = ⨆
p∈pred(n)

OUT[p]

OUT[n] = GEN[n] ∪ (IN[n]∖KILL[n])

MFP = lfp(F) = ⨆{x ∈ L ∣ F(x) ⊑ x}

X⨆Y = {⟨σ, x ⊓ y⟩ ⟨σ, x⟩ ∈ X ∧ ⟨σ, y⟩ ∈ Y} ∪ {⟨σ, x⟩ ⟨σ, x⟩ ∈ X ∧ ∀z ∈ L, ⟨σ, z⟩ ∉ Y} ∪ {⟨σ, y⟩ ⟨σ, y⟩ ∈ Y ∧ ∀z ∈ L, ⟨σ, z⟩ ∉ X}
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The Theory behind static analysis
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MFP = lfp(F) = ⨆{x ∈ L ∣ F(x) ⊑ x}
Abstract 

Interpretation
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Have we seen it all?
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x = 0 
foo() 
print(x)

x = 0

foo()

print(x)

x = 0

x = 0

x = 0
def foo(): 
    global x 
    x = 42

Easy! 
Just have to jump to the foo() 

function right?
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Now consider this example
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class Animal { 
    void walk() {  
        System.out.println(“Animal walks”); 
    } 
} 
 
class Dog extends Animal { 
    void walk() {  
        System.out.println(“Dog walks”); 
    } 
} 
 
class Cat extends Animal { 
    void walk() {  
        System.out.println(“Cat walks”); 
    } 
}

public class Main { 
    public static void main(String[] args) { 
        Animal a; 
        if (Math.random() > 0.5) { 
            a = new Dog(); 
        } else { 
            a = new Cat(); 
        } 
        a.walk(); 
    } 
}

Cat or Dog that walks here?
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Can we just jump to walk()?

- Dog.walk()? 

- Cat.walk()? 

- Animal.walk()? 

- Depends on runtime behavior! 

- Which cannot be predicted!

48

At a.walk(), which walk() gets executed?
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Call Graph

49
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Call Graph

50

Animal.
walk

main Cat.walk

Dog.walk
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Do not think call graph construction is easy!
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public class Main { 
    public static void main(String[] args) { 
        Thread t = new MyThread(); 
        t.start(); 
    } 
}

Will method start() be 
executed?public class MyThread extends Thread { 

    @Override 
    public void run() { 
        // do stuf 
    } 
}

run()

start()
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Do not think call graph construction is easy!
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run()start()

There is a 
discontinuity!
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Different Call Graph construction algorithms
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Call Graph construction challenges
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Dynamic Dispatch

Function Pointers

Reflection

Multi-Threading

Libraries and 
Frameworks

Callbacks

GUI Code
Aliasing

Dynamic Code 
Loading

Over-
approximation

Lambdas

Inheritance

Under-
approximation

These mechanisms 
bring unsoundness!
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Model

1
Analysis

2
Static Analysis
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Software Code

m()

n()

Discontinuity

Modeling

Some Framework or System

Real Behavior

n()

m()

56

Soundness of Models



If static analysis tools do not model 
these discontinuities, the model is 

unsound

57

and therefore… 
…the analysis is unsound!
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Some Static Program Analyses
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Pointer/Alias Analysis
Determines whether two expressions  

may reference the same memory location

&

Dataflow Analysis
Track facts along the  
Control Flow Graph

Control Flow Analysis
Builds the possible paths  

and call graph

Type Checking
Verifies that variables and expressions  

follow the language’s type rules

int

Abstract Interpretation
Approximates program behavior using  

abstract domains and fixpoints

Constant Propagation
Determines values known at  

compile time and simplifies expressions

Symbolic Execution
Executes code with symbolic inputs  

to explore paths and constraints

Dead Code Analysis
Detects unreachable 

 or unused code

Dependency Analysis
Determines data dependencies 
 among variables/statements

Model Checking
Verifies properties (e.g., assertions,  
invariants) over program models

Effect Analysis
Tracks side effects (e.g., state 

 changes, I/O operations)

Taint Analysis
Tracks how untrusted inputs  

propagate through the program
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Challenges of Static Analysis

59

Undecidability Scalability Precision

Concurrency Features False Positives Incomplete Context



Success Stories
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1 https://github.com/google/oss-fuzz
2 https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html

- Google’s OSS-Fuzz1,2 
- Found over 10,000 security vulnerabilities and 36,000+ bugs in libraries (e.g., libpng, OpenSSL). 

- Facebook’s Infer3 
- Open-source static analyzer for Java, C++, etc. 
- Catches null dereferences, memory leaks, and race conditions in production code. 

- Microsoft Static Driver Identifier4 
- Found thousands of bugs before deployment. 

- Coverity Scan5 
- Detected critical bugs with low false-positive rates in open-source projects 

- Airbus: Formal verification of flight code6 
- Used abstract interpretation to statically verify safety-critical avionics code. 
- Verified absence of runtime errors in fly-by-wire systems.

3 https://engineering.fb.com/2015/06/11/developer-tools/open-sourcing-facebook-infer-identify-bugs-before-you-ship/

4 https://www.wired.com/2005/11/microsofts-secret-bug-squasher/

5 https://techcrunch.com/2012/02/23/with-many-eyeballs-all-bugs-are-shallow/

6 https://www.wired.com/2005/11/microsofts-secret-bug-squasher/
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Opportunities
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Artificial Intelligence will not solve 
all static analysis challenges!

BUT!

They can, and will help!
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How?
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Replace rules by ``reasoning’’ 

Go beyond syntax to reason about developer intents 

Better call graphs: predict dynamic behavior that static rules 
may miss 

AI can triage results to reduce false-positives 

AI can predict possible runtime behavior and targets (e.g., likely 
method target) 

AI will probably help to solve constraints

Artificial Intelligence may help for these tasks:
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Dynamic Analysis
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Dynamic Analysis examines software  
by executing it and observing its 

behavior at runtime

64
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Soundness of Static Analysis

“Dynamic analysis operates by executing a 
program and observing the executions”*

“Dynamic analysis is precise because no approximation 
or abstraction need be done”*

*Ernst, Michael D. "Static and dynamic analysis: Synergy and duality."  
WODA 2003: ICSE Workshop on Dynamic Analysis. 2003

65
Microsoft Research

Dynamic analysis is 
precise!
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Run and observe

67

Memory
Fonction calls

Inputs/Outputs Performances Execution Paths
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What do you observe?

68

URLS

SYSCALL TRACES

FILES

HOsTNAMESUSER AGENTS

DECRYPTED STRINGS

VERSiON BANNERS

LOADED LIBRARIES

REGISTRY KEYS

SHELLCODE

API KEYS

PATHS

CONDITIONS TAKEN

SENSITIVE DATA

IPS

PORTS

PROTOCOLS

PAYLOADS

FUNCTION NAMES

ENVIRONMENT VARIABLES

LOOP ITERATIONS

UNPACKED LIBRARIES

RUNTIME GENERATED CODE

GUI ELEMENT TRIGGERED

SIMULATED CLICKS



Dr. Jordan Samhi

Highest degree of 
precision!
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Dynamic Analysis is often used 
along instrumentation tools

70
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Code Instrumentation
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It’s the technique of inserting/modifying code to monitor behavior: 

Insert probes before/after function calls 

Track memory reads/writes 

Log system calls or branches 

Monitor execution time or resource use
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Some examples of Dynamic 
Analyses

72



Dr. Jordan Samhi

Unit Tests

73

Unit Tests

Software
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Unit Tests
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Unit Tests

Software



Dr. Jordan Samhi

Fuzzing
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lkwqndwnfqdjlw

lkwqndwnfqdjlw Potential bug found!
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Some Dynamic Program Analyses
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Dynamic Symbolic Execution
Executes the program with symbolic inputs  

and collects path constraints to  
explore multiple execution paths.

Behavior Monitoring
Records system calls, API usage,  

or runtime events

Dynamic Taint Analysis
Tracks how untrusted inputs  

propagate through the program

Malware Analysis
Runs binaries in isolated environments to  

observe behavior, artifacts, and network activity.

Concurrency Testing
Detects data races, deadlocks,  
and thread interleaving bugs

Co
Memory Error Detection

Detects issues like buffer overflows,  
use-after-free, leaks

Profiling
Measures runtime performance  

 to identify bottlenecks.

Code Coverage Analysis
Tracks which lines, branches,  

or paths are executed during tests.
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Challenges of Dynamic Analysis
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Code Coverage Inputs Overhead

Non-determinism Detection Evasion Limited Visibility
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Main Challenge: Input Generation
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Main Challenge: Input Generation
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lkwqndwnf<a>toto</a>

https://www.fuzzingbook.org/
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Artificial Intelligence
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Artificial Intelligence may help for these tasks:

Suggest meaningful inputs 

Test software like a human 

Can simulate environments 

Can detect evasion and evade evasion 

Help overcome scalability: e.g., solving constraints 

Generate complexe inputs
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Static or Dynamic Analysis?
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Static analysis sees all paths but may over-approximate


Dynamic analysis sees real behavior but only for chosen inputs


Each has strengths. Each has limits.

Why not combine them?
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Hybrid Analysis
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The best of both
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A simple exemple: feedback loop
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import importlib 
 
def run_plugin(name): 
    module = importlib.import_module(name) 
    module.run()

Static Analysis struggles here: ``name’’ is dynamic and therefore 
module.run() cannot be resolved.

Dynamic Analysis observes at runtime that ``name’’ = ``pluginA’’

Feedback Loop

now we know it is calling pluginA.run()
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Will AI replace Program Analysis?

84
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Automating 
Software 
Security

 X

Jordan Samhi
jordan.samhi@uni.lu
jordansamhi.com

 X

Software Code

m()

n()

Discontinuity

Modeling

Some Framework or System

Real Behavior

n()

m()

 X

Soundness of Models
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Run and observe

 X

Memory
Fonction calls

Inputs/Outputs Performances Execution Paths


